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Security Intrusion Incidents Have Risen Dramatically

140,000

130,000

120,000

110,000

100,000

90,000

80,000

Number of Incidents

70,000

60,000

50,000

40,000

30,000

20,000

10,000

o

»\‘3# \'3’% ».‘3@ '\‘9“ »\@1 \'gp \‘5"‘ \‘5’"} »\“"‘fp -s‘?v“-\ ﬁﬁ \@a q?sp '9“\'&531‘159'5

Year

' http://it.ojp.gov/documents/asp/introduction/sectionV.htm



YO/ Jole pd idlyy 9 (s3baBl SO

25 sl B Il Olses

S Sb ol gbaasla g o)y
) AT) oy 5538 o3lasl
JS (ol OF  JalS bl 5 il
plod By L b s an s 5 0,8 e
Sei5 23 23S SG S yme sl ol
Aron s oS b 5 Dl slas
Sesls e 3 5050 0 (S

S =l s d e i (ol

TR VT R INL 4 PN ]
el Bl 5508 Gl Julpe LS

Loz S bl on Kos slaeiy 51 5ok O (555l Ll
Jeds i O g ol 1 e e sl SIS o 5 e
el a5 gy sl el 3L e Lyl oS Gles 2 slacs 1S

Slos S Sl SNy 5 ot 5 Ol g o) 5 05!
e ) S gy b i ol L S (616 S a0 ol I, 55
Sl (S o) Ko st L (K ol 5 o cpd oJl

"_ Information Technology

S 1K Jan Ly S5 S o en Ll g3l (5L i slas pled 5o =

};L:_..i‘l_? J)\bwéﬁ}wdua}l:_—j\ abuJ,&\l{ASJ).iL;d s LQJ:):.:ALS

Cnle dBB a8 555 e leal Ll LS (g3laaslin | 815 Oler (4w sla Bl
el Sbey o5 S o Lad ol 5L Slio st 5l aS 5 0h e atdS dies SG 5

. First, Second, Third, Forth Generation of War



Y Jale pud Sidlyy 9 s3baBl SO

axlse (o gl oo (slabl) b (gl b

BT

' Smlw Mo Jis alos ;I

Protester-
ety Hacktivist
[{:?;:ﬂ:]]fs Financial
Corporation SeisncE

CyberSpace

Reputation REHSUHS fﬂr Intelligencs -
Espionage
a Cyber
Attack
Political -
local - -
Internationa Religion
Intellectual
‘Warfare i
Criminals

' _http://uscyberlabs.com/blog/wp-

content/uploads/\ +\+\+/+V/Y+\\_why_attack_diag.png



YV Jele et aidlay g golaibl K

'l | lass clyags

' _http://watermarked.cutcaster.com/cutcaster-photo-A+ \ + YATVO-Computer-

threats-business-diagram.jpg



YA/ Jole e Sidlyy 9 (s3baBl SO

S pel ade (gyulo s3pem g stes Slusgg Jolge ales

Unintentional and Intentional Cyber Threats
Terrorists
Hackers
Hostile Nations
Disguntled Employees
Criminal Groups
Hacktivist

5350080 31 (ol a3 534S s e sgie O By K opl ol
TS &S Wil e OF el b S e Iy el el s

ol 3 o 1 K s s e 11 OT 51 ol s 51 20l S Ol e

' _http://uscyberlabs.com/
03 3 oS a5 55 5 ls i Karl von Clausewitzy . 55 S 058 8 -
w0l 3l i (Vom Kriege) Ko (g0l s b as sl osete Jl oM gt O3



Y4/ Jole i aiblay g (oLl Kix

Al e bcdgs s lacde o
S il Ko o K O gos i oalie dals o5l
O 53 4 wlodd gloj s 35l WBl5 3 5 it 5 (s3Lal S ((SOL
U g gdse onl 5 ol los 28 Sl 5 S ils Slss lles 5 6la
oSl Sl glas SHIS a0 by e slaess= 5 iS5l (o0

3 u.la‘) cwa& cw.ul.:...u cébm‘ le_ho)j;- dﬁM L;Lhe)};- sz‘)l_ﬂ_c

ouXg)olS ged J)5
;r':uau&fpsgi;;,-}l«{)jfl«s«gjjglj)&;?);»:5m)@h.Q.A@Lb—‘
LaObasl §l 4 £ pigie | LT o8 T o (s me (sla S §lm & pactis (L
Ll Ll Pl ais 15528 S pllal S ool OIS1 5 Loy g o dad jme
S b S Lol Cins bl o Slls o | o8 bl LSS pdge | Ll S

4,2 Ol s e Wls &S ol SlalS .J;SJ:»JTJJi.L@JA{\)(aLEJ&L;La
B U T e [N Y N Y R e NI U R RN
ol glael jls 5s SUly Caslo EB Sl 0l B ool 1) iadis slal 5 e

VWAASV/OY (s, OB



Yoo/ Jalejud aiblay 5 g3lasl Kin

3 Sl Jlie Ol a5 pn s (S e (sloo s (5osbd
dald (ol golanl s, Shae glyls Sl 2 S Glan p o5
O (Ko il o Sl pien Ol 5 8 L (o Sl 500
oS Sl AL Glager fer 5o by Sl Glatan (g5l 5 Ll
e 31 3Lal o35 il gB5 Il L (2ils ko 5 55
5 80 Gt L Lasi s ple cd 530 oS ol Ko s e o~
el 135 Gl oeal 5 o Sl 5 cpl ) s DB g
O oLl a8 arul ol Ol ade gslasl Kol G 6] Gua
L ol Sl S L oS 48 chns SuET s3lasl 015 5 4y Ll
338 Ol b Sl oS el glas o opl 58 axlge LlS S
B Ol 3550 53 K s el 3,51 oy Lay 558 L sy 5

P U P e PO P - PR+

2318 sair 4 syl oK

@V‘_gzL.a:él;f.:;.-) Ldg 5l A8y i S nyﬁgdjs‘_;\ﬁ
L.QJEJ6>}$&¢E>WMJ§§L¢;<;?@)UQJAKJQ.M)L;«#@

S5 b3S slal Sl 4 035 4,8 Sl eoliie e s 055l =

Soolone ol (loiS els SIS Il oS S o oslizal sk slasll 5 Lao gt
SRl golanl Ko Vb gaile 5l pladisel Gle 5 Jld o S LS galazil
O3 5 g3 1890 Jlo 51 Gl e (s3lamil o polons o 550 illsn (sla, 528 wde
5 Ad e e (slasl Lyl 5 b slasy O b oS Sl el el 5 b i
e s 5 o 8 b e ) 5155 Bl elenrd 5 ol sla i shes



¥V Jaleud aiblay 5 (golasl i

Wil 3 g 5 Laasbo 1S T LaelSs s 5 L s only e (gLl

0l ke Jlass Ko 0Lz 03 Blp o 55 by et & Jy 55

koo Kz (g3 3 ey 0 55

5Ll Gy alam 53 S sgo w255 oS 351l 31 AE L Gle Jle Olge 0=
Goisy Simd Som 53 030 5 s e Glalalpn 5 LaolSas 3 4 olss godusS
20352 Sl 0k el 1 gl Oles o il O St 8 5 L1l 5 sl
e 0L 33 Pl L 0T Lo 5 )6 el o Joad) sl O3) i
Al 5 58 e iy Sy 4 )Y el L, WO g g8 YY) sy s 105 (VYO
ol e Gl 1 eSSl Y Sl s Bl s K
5,8 el Ol el8sy

L e 335 Spsmelin L anpd s s Gler Ko s Jle Olge -
G 4 A5 5 0l pyass 5 ks OLT g LVAF) Lo s oS 1) sl s VoYY
Loss Sler S Ly (o aletils) S Lo Il Olin S



¥Y/ Jalepud aiblay 5 (solasl i

ol el Jdl})fe)sucy}ﬂ Lﬁ-‘ cd‘jﬁsdu&}))é)}lmm
)}J& JL.J) Lh;{n;-)) LSQLAA‘}\ )}QJJJAJMLL.«LMJ‘ @'Mﬁ

} 5 i - b . P . .
Voof Jlo Six 0 sgaoe w2y bwg Gl lacsloy plig!

" http://thanassiscambanis.com/tag/jeffrey-white/



PE Jaleud aiblay 5 (g3lasl i

Mediterranean Sea

L
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f

More than 600 Killed and 1850 wounded

100 unfound bodies under wreckage

1/3 of casualtes are chikdren & majority civiians

More than 800,000 displaced

Complete blockade ofair, sea & fand transport

More than 60 bridges and 70 roads destroyed

BeirutInterational airort, al national

airways and major Lebanese ports bombed

* Electrical power plants bombed
and refated fue ks destroyed

* Complete destruction of all radars

« More than 20 gas and fuel stations destroyed

* Factories (food indusries), warehouses, dams,
schaools, TV & radio statons, churches, mosques,
hospitals, ambulances & civldefense centre

« Thousands ofcivilian houses destr

+ Estimated costof infastucture ht exceeds
US$2 bilion

« Reported Isaeli use of Intemationally-banned
bombs

JEBR IENI

« More than 10 thousand tons of heavy cil poute
more than 80 k of sea coast

GO Source: UN & Lebanese Govermment
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ISRAELI ASSAULT ON LEBANON MAP OF LOCATIONS BOMBED

July 12-29 2006
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'~ The Oil-for-Food Programme, established by the United Nations in Y49©
(under UN Security Council Resolution A7) was established with the stated
intent to allow Iraq to sell oil on the world market in exchange for food, medicine,
and other humanitarian needs for ordinary Iraqi citizens without allowing Iraq to
boost its military  capabilities. http://en.wikipedia.org/wiki/Oil-for-
Food_Programme
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United Nations SrEs/ 1747 (2007)

\i’ Security CUuncil Distr.: General

ga=
@

24 March 2007

Resolution 1747 (2007)

Adopted by the Security Council at its 5647th meeting on
24 March 2007

The Security Council,

Recalling the Statement of its President, S/PRST/2006/15, of 29 March 2006,
and its resolution 1696 (2006) of 31 July 2006, and its resolution 1737 (2006) of
23 December 2006, and reaffirming their provisions,

e lojle ol (1,905 VWYY doliakad

United Nations Sires1737 (2006)*
& ‘{] Secul‘ity C()llnci] Distr.: General
« V 27 December 2006

¢

Resolution 1737 (2006)

Adopted by the Security Council at its 5612th meeting, on
23 December 2006

The Security Council,

Recalling the Statement of its President, S/PRST/2006/15, of 29 March 2006,
and its resolution 1696 (2006) of 31 July 2006,

Reaffirming its commitment to the Treaty on the Non-Proliferation of Nuclear
Weapons, and recalling the right of States Party, in conformity with Articles I and II
of that Treaty, to develop research, production and use of nuclear energy for
peaceful purposes without discrimination,
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United Nations SRES/ 1803 2008)

{@ Secul‘ity COunCil Distr.: General
W !/ 3 March 2008

Resolution 1803 (2008)

Adopted by the Security Council at its 5848th meeting,
on 3 March 2008

The Security Council,

Recalling the Statement of its President, S/PRST/2006/15, of 29 March 2006,
and its resolution 1696 (2006) of 31 July 2006, its resolution 1737 (2006) of
23 December 2006 and its resolution 1747 (2007) of 24 March 2007, and
reaffirming their provisions,
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' _ Smart Sanction: A sanction intended to affect only a particular area of a

country's activities or economy.
(http://dictionary.reference.com/browse/smart+sanction)
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Stuxnet was deployed by a non-state actor
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Stuxnet was deployed by another
government

Stuxnet was deployed by Russia
Stuxnet was deployed by Israel

Stuxnet was deployed by China

Stuxnet was deployed by UK

Stuxnet was deployed by USA
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The Bush administration's economic war on Iran

'Y Feb ¥oo¥ L Amid the continuing US military build up in the Persian Gulf, the Bush
administration is already conducting an economic war against Iran ...

. wsws. orgfanticles/ v <4 feb v Wiran-f1 v shiml - Cached - Similar

Wounting US war threats against Iran
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Sanctions against Iran, in fact "economic war". minister ...

adun vt L Iranian Minister of Economy Shamseddin Hosseini said Monday that economic
sanctions on Iran are in fact an economic war against the country, ...
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The U.5. took a new step in its economic war against Iran Tuesday when it imposed
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YWaging economic war against Iran | Marketplace From American ...
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